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Can DOA Algorithms Be Deceived?

Licheng Zhao, Rui Zhou, Ming-Yi You, and Wengiang Pu

Abstract—In this paper, we reflect on an interesting question
whether direction of arrival (DOA) detection algorithms can be
deceived. When the transmit signals are independent, prevalent
DOA algorithms suffice to find the correct arriving directions
from measurement statistics at the receiver end. But when the
signals are coherent, the expected spectrum peaks may not show
up and the detection performance deteriorates to a great extent.
Instead of addressing the coherence issue, we take advantage
of this phenomenon and fake a peak at a desired DOA in
an attempt to launch a deception attack. The deception is
realized by constructing a specified steering vector through a
composite of candidate vectors in the dictionary. Thereafter, we
apply the alternating direction method of multipliers (ADMM)
framework to develop an efficient solution algorithm. Numerical
simulations show that the proposed algorithm gives satisfactory
DOA deception performance.

Index Terms—DOA, deception attack, steering vector, ADMM.

I. INTRODUCTION

Array signal processing has been a fundamental research
topic in the past few decades [1] and direction of arrival (DOA)
estimation is one of the mainstream tasks in this well-studied
area. In brief, DOA estimation aims to determine angular
directions of the impinging signals using narrowband sensor
arrays. The sensor array is assumed to be a uniform linear
array (ULA). The array measurement model at time slot ¢ is

denoted as x(t)=As(t)+n(t), (1)

where x(t) € CM is the received signal, A =
[a(61),...,a(0y)] € CM*N s the array response matrix
with a(f) € CM being the steering vector, s (t) € CV is
the transmit signal waveform, and n (t) € CM is an additive
white Gaussian noise vector with zero mean and covariance
01. The covariance matrix of the received signal is given as

R = APAY + 51 )

with P = E [s(t)s” (t)]. When the antennas are placed at
half-wavelength spacing, the steering vector is expressed as
a(f) = [1,exp (jrsinb),... exp (jm (M —1)sin6)]". To
estimate the parameter 8 = [01,...,0y] from the observed
signals {x (t)}thl, researchers have put forward numerous ef-
fective methods, of which Capon [2], MUSIC [3], ESPRIT [4],
and SPARROW [5] are the most representative ones. Capon
is a beamforming technique which minimizes the noise power
subject to a fixed gain in the interested looking direction.
MUSIC is a subspace-based method involving projection into
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the noise eigenspace of the sample covariance matrix. ESPRIT
exploits the rotational invariance property in steering vector
and performs singular value decomposition on the collected
stacking samples. SPARROW is developed from a row-sparsity
induced measurement sample fitting problem and adopts a
coordinate descent scheme. However, all these algorithms
may suffer performance degradation when the transmitted
signals are coherent. Transmit signal coherence leads to rank
deficiency in source covariance P, which in turn causes noise
subspace distortion. The spectrum peaks may be aliased at the
DOA locations.

To address the coherence issue, existing literature concen-
trates on correlation reduction and several effective approaches
have been proposed. Specially, in the case of two coherent
transmit waveforms, a forward-backward averaging trick is
employed [6]. When there exist more than two coherent
sources, a spatial smoothing technique is invented to increase
spectrum resolution. The entire ULA is divided into several
overlapping subarrays and the covariance matrices retrieved
from the subarrays are averaged to promote a random phase
modulation [7]. But in this paper, we take a different perspec-
tive. Instead of distinguishing the DOAs of coherent signals,
we try to fake a peak from those signals at a desired DOA and
“deceive” the receiver nodes which use prevalent algorithms
for DOA estimation. This technique is named DOA deception
and is based on a simpler array measurement model than (1),
which is

x(t) = [Dapls () +n(H) ~a(@)s(t) +n(). 3)

The spectrum peak results from an almost equivalent steering
vector a(#) constructed by a linear combination of some
candidate vectors in the dictionary, i.e., Dap, where Dy =
[a(61),...,a(0n,)] € CM*No @y = {0,177, is a sorted
set of uniformly spaced grids in [—90°,90°), and p € CNP
is the combination weight. Note that the columns of D are
not linearly independent, so it holds true mathematically that
one steering vector could be a linear combination of the other
steering vectors in D .

This technique may be useful in providing protection for
critical electronic infrastructure like communication nodes.
Compared with existing deception techniques in radar coun-
termeasures, e.g., active decoy (drawing an enemy away from
an important target) [8, 9] and centroid jamming (disrupting
the calculation of the target geometric center) [10, 11], the
deception scheme of (3) stems from a signal-reconstruction
point of view, while the existing techniques [8, 9, 10, 11]
utilize auxiliary objects, such as decoys and chaff, to fulfill
the deception purpose.

The contributions of this paper are listed as follows. Firstly,
we take a new perspective on signal coherence. We exploit
this phenomenon and propose a method to fool a receiver
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node with an illusion of a false peak at a given DOA. This is
an area rarely explored in the open literature. To the best of
our knowledge, we are the first to systematically explore the
possibility of deception in DOA estimation. Secondly, we for-
mulate our method into an optimization problem and develop
an efficient solution algorithm based on alternating direction
method of multipliers (ADMM) to select the proper steering
vector candidates and generate the combination weights.

II. PROBLEM FORMULATION

Given the steering vector candidates and the combination
weights, the DOA deception method is to place synchronized
emission sources at the selected DOA directions with an equal
distance to the receiver node. The emission sources form a
semicircle topology. The transmit signals are coherent subject
to power amplification and phase shifting instructed by the
assigned combination weight. Hence, the key step of the DOA
deception method is to fit the steering vector combination
D A p to the desired target vector a (). In engineering practice,
there could be additional requirements in the fitting design.
Firstly, to cater for the slight uncertainty in the nominal target
DOA, we incorporate a set of target vectors, {a (Hi)}le, with
0; = {92-}521 covering the entire uncertainty range of 0.
Secondly, to avoid position exposure, emission sources should
be placed several degrees away from the nominal DOA, and
thus p, = 0, Vn € {n|0, — 0| <c¢,0, € Oy} = Ny, where
Prn 18 the n-th element of p, c is the threshold parameter to
describe the range of the angular danger zone, and Oy is
the set of spaced grids defined in Section I, below equation
(3). Lastly, it is financially unaffordable to deploy too many
transmitters, so the number of nonzero elements in p should
not exceed an upper limit K. Considering all the requirements
above, we formulate the optimization problem as

minimize ~ max |la(6;) —Dapl|,
P i=1,...,1
subject to  p, = 0,Yn € Ny “4)
Iplly < K.

The objective adopts a minimax scheme to provide a worst-
case guarantee against target uncertainty. The fitting metric is
chosen as the Euclidean distance. The optimized variable has
a mandatory zero-valued region and the cardinality, character-
ized by the ¢y norm, is no more than K.

Remark 1. Given Dp € CM*Np with Np > M, as K
increases such that K > M, there exists a column a (6,,) and
a weight vector p such that DAop = a (én) and [|p[|, < K
(D4 is constructed from D 5 excluding a (Hn)). The nonzero
elements of p are placed on the indices of the maximal linearly
independent system of D .

III. DOA DECEPTION ALGORITHM
First, we recast %roblem (4) into the epigraph form as (5):

minimize
p,t
subject to  |la(f;) —Dap|, <t, i=1,...,1 )
pn = 0,Yn € Ny
Iplly < K.

Next, we introduce auxiliary variables {zi}le and {ti}le to
fully decouple the first constraint:

2
iz
subject to z; =a(0;) —Dap, i =1,...,1
ti=t, i=1,...,1 ©
llzill, <tiy i=1,...,1
pn:O,VneNo
Iplly < K.

Then we solve the optimization problem (6) under the ADMM
framework. The (partial) augmented Lagrangian is given by
I

L(p,t,{zi,ti}, { X ps}) =t + (Z Re [)\fq (zi — (a(6i) — DAP))])

=1

I
+ g (Z lz; — (a(6;) — DAp)H%)
i=1

I p I )
) s ()

Q)
where p, ¢, and {z;,t;} are primal variables and {\;, u;} are
dual variables with respect to the constraints z; = a (6;) —
Dap and ¢; = t. To fit in the ADMM convergence framework
by Wang et al. [12], the variable updates are organized in the
following way: (for simple notation, the updated variable is
marked with a superscript “+”)

(zjtj) = argmin, |, <¢, £ (Pt {zZi ti}, {Xi, 1i}) , Vi

pT =argmin,, o vneny,plo<k £ (Pt {zi ti}, {his i)

tt = arg ming £ (p, t, {Zi7 ti} s {)\7',, /J,l})

AF =Xi+p(zi — (a(0:) —Dap)),Vi

wi =i+ p (t—ti), Vi

®)
In what follows, we solve the minimization subproblems in
the ADMM steps. We start with the simple update of ¢T:
tt =argmtinﬁ(p7t,{zz',t¢},{Ai,m})

I

Z(Hi (t—ti)+g(t—ti)2)]} ©)

()

I
1 1
- E 7
I (i—l Z) rl

Then we study the update of (z;,t;):

:argmtin {t +

<zi+,t¢+> =arg min L(p,t,{zi,t:},{ N, :})
HZ‘LHZStq,
2
e Hzfll\lérétl p € z (ZL 1) +||ZL L||2
2 2
- ;l"iti + (ti — t)
2
—_ . |: Z; ] b; — %}\i
= arg min _ ¥
llzillo<t; ti 4 T ,
(0,0) ‘bi—ixi 2§_(t+%“i)
(bz )\z’,t+l,u1) ‘bifl)\i <t4 Ly
8 P P 2~ p
1 t+ L
2 <1 =R ) otherwise
i— i,
(b= 2, i = L 2)
(10)

where b; = a (6;) —Dap. The underlying geometric intuition
of (10) can be described as a projection onto the standard
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second-order cone [13, 6.3.2]. Finally, we attend to the update
of p. Let P = {p|p, = 0,Yn € Ny, ||p||, < K}, and we have

p" =argmin £ (p,t,{z:}, {\:})
PEP

>

i=1

= arg min

2 H 2
peP (pRe |:)\Z DAp:| * ||DAp a CZQ)]

5 (3 o)

1D
where ¢; = a (;) — z;. Given an arbitrary quadratic function,
minimization on constraint set P does not yield a closed-form
solution. For the sake of algorithmic simplicity, we construct
a tight upper bound of the original quadratic function and
minimize the surrogate function to get a closed-form update.
This idea originates from the majorization-minimization (MM)
framework [14] and a feasible crossover between ADMM and
MM can be found in [15]. Referring to [16], a tight upper
bound of p/ DI DAp at p = py is constructed as

2
s HNH
= DAaDap — =R
argglemp ADap 7 e

p"DEDap < X - p”p - 2Re [p” Gpy] + Pl Gpo, (12)

where X = Amax (DgDA) and G = A\ax (DKDA)I —
DXDa. Thus, the upper bound surrogate function for p
update

f (P, po) =X pp — 2Re [p" Gpo] + P Gpo

1 H
1
; Z((ci—;xi) DApﬂ. -
i=1

— —-Re
We continue with the update of p:
dn
0

I
Jr _ .
P argglelgf (P, Po)
where (a) is because f (p,po) = A- ||p —d|> — X-d”d +

HGpo with d = |Gpo + DX - 4 (L, (e = 1x)) ]/
and (): N = {n|[du| = di.n ¢ N }. d = [d[n ¢ NG
and &[n] denotes the n-th largest component of d. To this
point, we can summarize the DOA Deception Algorithm, as
in Algorithm 1. The per-iteration computational complexity
is O (M Np), resulting from the matrix-vector multiplication.
The convergence behavior of Algorithm DDA inherits from the
general framework of [12] and a majorization in Lagrangian
does not change the monotonic descent property throughout
the proof.

The computational complexity analysis is carried out on a
per-iteration basis. The dominating operation in the update
of (z§k+1),t§k+1)> is Dap®), of complexity O (MNp).
The dominating operations in the update of p**1) are
DY (Dap™®) and DY - 4 (XL, (e = 2A1)), both of
complexity O (M Np) when calculated in a proper order. The
computational complexity in the update of t(**1) is O (1). The
dominating operation in the update of )\Z(.k'H) is DaptD),
of complexity O (M Np). The computational complexity in

n e Nk (14)

n¢NK

2 0)

@ arg InlIl lp —d;

the update of ugkﬂ) is O(1). Therefore, the per-iteration
complexity of the proposed algorithm is O (M Np).

Algorithm 1 DOA Deception Algorithm (DDA).

Require: Input: D, ©7, Ny, and K. Iteration count k = 0. Initialize (),
p(®, { (O)} {t(o)} {)\(O)} and {,u(o)} Set p = 0.01.

I: lmax = |D A||2 (squared spectral norm);
2: repeat
3:  b;=a(8;) —Dap®, Vi,
4 (zgkm,tgk“)) follow eq. (10), Vi;
5: ci = a(G') kD i
6: s - p® DY (Dap®) + DY
1 15 (k)
(5L (o 1) e
7: d:\d[né]\/’oﬂandobtamNKf{ |\dn\>d ngENo};
8. pth = dn n € NK;
0 né¢Ng
k+1 k
0 L (S ) 1 e (5 )]
10: )\EIHU )\Ek) + p (]Hl — (a(6) DAp<k+1))) and
“Ekﬂ) _ #gk) o (t(k+1) t(k+1>) Vi
11: k=k+1;

12: until objective change < & (¢ = 10~6 by default)

Remark 2 Source Deployment Tips. Apart from the semicircle
topology, the emission sources could be deployed with other
topological structures as long as the arriving signals at the
receiver end are completely coherent. To ensure coherence,
the signal time frames are moved forward or delayed backward
in comparison to the reference node. The number of frames
to be shifted is determined by the distance difference (to the
receiver) Ar and sampling frequency f,, and calculated as
fs - Ar/c (c is the speed of light). In practical deployment,
Ar can be designed such that fs - Ar/c is an integer. In
face of imperfect synchronization, we could transmit slow-
varying codes so that the sampling frequency can be lowered
and that the offset becomes negligible. In view of imprecise
amplitude/phase control, we could consider worst-case robust
optimization.

IV. NUMERICAL SIMULATIONS

In this section, we present numerical results for the proposed
DOA deception method. All simulations are performed on
a PC with a 2.90 GHz i7-10700 CPU and 16.0 GB RAM.
We set M = 10, O = {—90°,—89°...,89°}, and thus
Da € C'9%!80 The nominal target DOA @ is 60° and O;
is specified as {60° £ 3°}. The zero-valued index set N
is {n||0, —60°| < 10°,0,, € On}. The number of transmit
sources deployed K is 10 by default and could be varied upon
request. The signal-to-noise-ratio (SNR) is 0dB at the receiver
node. The DOA detection algorithms are Capon, MUSIC,
ESPRIT, and spatial smoothing, as mentioned in Sec. I.

When K is fixed at the default value, the source deployment
solution produced by DDA is presented in Figure la. The
transmit power and phase attenuation information is contained
in the combination weight output. For safety reasons, it is
not allowed to place any sources in the shaded area, so
the transmitters are scattered on the two sides, one on the
right and nine on the left. To avoid temporal asynchrony, the
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Figure 1: Miscellaneous numerical results.

topology of source placement is designated as a semicircle.
As a verification of the deception performance, we present the
DOA spectrum plots of different detection algorithms in Figure
1b. The black dashed line indicates the nominal target DOA.
Conditioned on the scene of DDA output, all the four detection
algorithms generate a spectral peak or give an estimation result
very close to the target DOA. This phenomenon implies a
success in DOA deception.

When the value of K is varied among {5,6,...,15}, we
study the average angular mismatch between the estimated
and target DOA. The estimated DOA is denoted as 6.5 and
the target DOA is represented by 6i,,. DOA mismatch is
formally defined as their absolute difference: |fes; — Otar|- The
simulation results are displayed in Figure lc. Each reported
data point is averaged over 30 random initialization instances.
The detection results of Capon and MUSIC are less than 1.5°
away from the target DOA while those of Spatial Smoothing
and ESPRIT are less than 3° and 4° across the entire range
of K. We can observe a steady trend of DOA mismatch as
K increases. The primary reason for this steady trend is that,
through the strategic deployment of a sufficient number of
coherent signal sources (e.g., K = 5), the received array signal
can effectively emulate a single-source impinging signal from
a deceptive angular direction. Further increasing the value
of K yields minimal improvement in deception performance.
Overall, the deception performance could be considered satis-
factory.

Next, we consider a practical issue of imperfect signal
coherence among different transmitters. This issue is caused
by non-ideal digital-to-analogue modules and the consequence
is a random phase drift on the original signal. In this exper-
iment, the phase drifts at the transmit sources are assumed
as independent and identically uniformly-distributed random
variables U (750, 50). Then we rederive the angular mismatch

simulation results. As can be seen in Figure 1d, the detection
results very much resemble those of Figure 1c. The DOA
mismatch occasionally exceeds the previous borderline by
a narrow margin, indicating the robustness of DDA outputs
against moderate random phase drifts at transmitters.

Finally, we investigate into the influence of the spacing
factor in a uniform linear array. To avoid spatial aliasing,
the element spacing d should not exceed the half-wavelength
distance (\/2). Thus, we vary d/\ among {0.25,0.3,...,0.5}.
The source number K is fixed as 10. The deception perfor-
mance is presented in Figure le. The DOA mismatch levels of
Capon and MUSIC are within [1°,1.5°] while those of Spatial
Smoothing and ESPRIT are around 2.5° and 3.5°. Hence, we
can conclude that the deception performance is not so sensitive
to the spacing factor.

V. CONCLUSION

In this paper, we have studied the feasibility of DOA
algorithm deception. By transmitting coherent signals at scat-
tered emission sources, the prevalent DOA algorithms may
not be able to distinguish the true arriving directions. This
phenomenon enables DOA deception and it is possible to fake
a spectral peak at a desired DOA. The deception technique is to
construct an almost equivalent steering vector from a compos-
ite of candidate vectors in the dictionary. We have formulated
the construction process into an optimization problem and
proposed an efficient iterative algorithm based on the ADMM
framework. The proposed algorithm has demonstrated a source
deployment solution and the DOA deception performance has
proved to be satisfactory. A promising future research avenue
could be DOA anti-fraud defense.
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